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ILINTRODUCTION

Online social networks are becomi

ng tremendously popular
among voung as well as

old people just 100 irtually
interconnect with each other for the Purpose of exchanging
information and entertainment whijle supporting various new
apps that are launching day by day.

Michael Fire et al. sun ey the OSNs. those
as a demanding rank in the
Google+. Twitter. Instagra

apps which stand
youth of society. such as Facebook.
m. eic.. as listed in Figure |,

Figure 1. Online social network

It has more demanding apps in society. primarily 'Irgm
young people |1]. Worldwide. there are over 2.9 t?l“l(m
monthly active Facebook users as of the first quaner})l 2022
which is a 13 percent increase year over year. YouTlube has
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their privacy of information is more than moncy but the Online
e new platforms for cybercrime o intimidate innocent users of

privacy pitfalls in the present traditional centralized architecture
like Facebook, WhatsAp

P, and Twitter, Instagram, and many more. Third-party apps and

nnocent users' private information, especially adolescent users
Many Asian countries have no special data protection laws like
paper are to study the different types of
Online Social networks with analyzed
re proposed work on how to control and detect
able people. Even then, few privacy destruc*ions

dentiality in the

2.5 billion monthly active accounts. while WhatsApp has 2

billion. Instagram, the fourth-most popular photo sharing app.
with over 1.4 billion users

and 436 million monthly active
Twitter users globally. Global internet users spent an average
of 147 minutes each day on social media. so. in 2022. over
4.26 billion individuals used social media globally. with that
figure predicted to climb 1o over six billion by 2027 [2].

Through his or her profile. an OSN user creates his or her
own identity in the social network. which is accessible to their
Iriends in a transitive manner. OSN also has the ability to
create links between different users. He/she
connections with various users known as “friends.” “mutual
friends,” and “friends-of-friends.™ and even accepts friend
requests from strangers who may m out o be good Iriends.
I both the users are successfully connected with each other
then itis considered as a neighbor. Chewae et al. examine how
the high demand for and regular use of OSN causes security
and privacy issues in cybercrime.  Non-secure private
information in OSNs will result in the open entry of attacks for
susceptibilities or malicious users for destructive intentions.
especially by teenagers [3). Nowadays. in the area of OSNs,
many researchers are working on security and privacy aspects
that make the OSN systems more appropriate 1o society at
large in the future [3-6]. Priy acy setting also provided by many
OSNSs (o allow users 1o avoid other users’ access. As survival
is one of the important criteria. intervention of advertising
agencies. political parties during election prevent the providers
to breach information (theft identity) 1o third parties.

The main purpose behind all of these in the picture is 10
show the centralized infrastructure of OSN under the control
of'a single administrator. Hence. users have no options without
belicving in the OSN provider 10 protect all their confidentjal
data. Even though the user does not know whether their
confidential data is actually protected from atackers who may
breach and thelt from the provider's server or not.
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