


 

 

 

 

 

 

Report on Expert Session on “Smart Defenders Vs. Smart Attackers: AI in the Cyber 

Crime Battlefield” 

Date: 9th September 2025 (Tuesday) 

Organized By: Department of Artificial Intelligence and Data Science 

In Association With: Cyber Sanskar, Nashik 

Target Audience: TE, SE Students 

Objective of the Session: 

The primary objectives of the session were: 

• Introduce AI in Cybersecurity. 

• Understand Emerging Cyber Threats. 

•  Explore AI-Powered Defense Mechanisms 

• Highlight Ethical and Societal Implications. 

• Bridge Academia and Industry through CyberSanskar MoU 

• Encourage Career Readiness in Cybersecurity & AI 

Event Details 

• Date: 09th September 2025 (Tuesday) 

• Time: 11:00 am to 01:00 pm 

• Venue: IOE,Seminar Hall 

• Resource Person: Mr. Tanmay S Dikshit (Author, Cyber Consultant, Security Researcher, 

Highly Energetic Speaker) 

Session Highlights: 

The event commenced with a formal welcome by the faculty coordinator, followed by an 

introduction of the resource person, Mr. Tanmay S. Dikshit, a renowned cybersecurity expert 

known for his engaging presentation style and expertise in AI-driven security research. 



Mr. Dikshit began by setting the context of the current cybersecurity landscape, highlighting how 

the rise of AI has transformed both cyber defense strategies and cybercriminal methodologies. 

He emphasized that the modern cyber battlefield is characterized by intelligent attackers and 

equally intelligent defenders, both leveraging AI for strategic advantage. 

Throughout the session, he explained complex cybersecurity concepts in an interactive and 

student-friendly manner, making the content engaging and easily relatable. 

Key Highlights of the Session 

a. AI in Cybersecurity: Foundations and Applications 

Students were introduced to core AI concepts applied in cybersecurity, including machine 

learning-based intrusion detection, automated threat response, malware analysis, and anomaly 

detection. 

b. Emerging Cyber Threats 

Mr. Dikshit discussed sophisticated cyberattack techniques such as AI-generated phishing, 

deepfake-enabled fraud, automated hacking tools, and predictive cyberattacks. Real-world 

examples were provided to demonstrate how attackers are becoming more intelligent and 

unpredictable. 

c. AI-Powered Defense Mechanisms 

The speaker highlighted various defense models, including: 

• AI-based Security Information and Event Management (SIEM) 

• Predictive threat intelligence systems 

• Behavioral analytics 

• Automated incident response tools 

He explained how organizations integrate AI into their security infrastructure to stay ahead of 

advanced threats. 

d. Ethical and Societal Implications 

A significant portion of the session focused on responsible AI usage, privacy concerns, ethical 

hacking, legal boundaries, and societal risks associated with weaponized AI technologies. 

e. Industry Insights & MoU Collaboration 

Mr. Dikshit appreciated the department’s ongoing collaboration with Cyber Sanskar and 

emphasized how such partnerships help bridge the gap between academic learning and real-

world cybersecurity practices. 

 

 



f. Interactive Discussion and Q&A 

Students asked insightful questions related to cybersecurity careers, certifications, tools, real-

time attack analysis, and AI specialization paths. The speaker provided practical guidance and 

motivated students to pursue careers in cybersecurity and AI. 

 

Outcomes of the Event 

The expert session successfully achieved its objectives and resulted in the following key 

outcomes: 

• Students gained a strong conceptual understanding of how AI is reshaping cybersecurity. 

• Increased awareness of modern cyber threats and defensive technologies. 

• Enhanced student interest in pursuing cybersecurity certifications and internships. 

• Strengthened collaboration with Cyber Sanskar through knowledge exchange. 

• Improved career readiness among SE and TE students in emerging fields like 

Cybersecurity, AI, and Digital Forensics. 

 

Conclusion 

The Expert Session on “Smart Defenders Vs. Smart Attackers: AI in the Cyber Crime 

Battlefield” proved to be highly insightful, interactive, and impactful. The Department of 

Artificial Intelligence and Data Science expresses its appreciation to Mr. Tanmay S. Dikshit for 

delivering an inspiring and deeply informative session. The collaboration with Cyber Sanskar, 

Nashik further enriched the event and contributed to bridging the gap between academia and 

industry. 
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