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MET’s Institute of Engineering
ASSHARPASYOUCANGET  Department of Artificial Intelligence & Data Science

Report on Expert Session on “Smart Defenders Vs. Smart Attackers: Al in the Cyber
Crime Battlefield”

Date: 9th September 2025 (Tuesday)

Organized By: Department of Artificial Intelligence and Data Science
In Association With: Cyber Sanskar, Nashik

Target Audience: TE, SE Students

Objective of the Session:

The primary objectives of the session were:

e Introduce Al in Cybersecurity.
e Understand Emerging Cyber Threats.
e Explore Al-Powered Defense Mechanisms
e Highlight Ethical and Societal Implications.
e Bridge Academia and Industry through CyberSanskar MoU
e Encourage Career Readiness in Cybersecurity & Al
Event Details

o Date: 09th September 2025 (Tuesday)

e Time: 11:00 am to 01:00 pm

¢ Venue: IOE,Seminar Hall

e Resource Person: Mr. Tanmay S Dikshit (Author, Cyber Consultant, Security Researcher,

Highly Energetic Speaker)

Session Highlights:

The event commenced with a formal welcome by the faculty coordinator, followed by an
introduction of the resource person, Mr. Tanmay S. Dikshit, a renowned cybersecurity expert

known for his engaging presentation style and expertise in Al-driven security research.



Mr. Dikshit began by setting the context of the current cybersecurity landscape, highlighting how
the rise of Al has transformed both cyber defense strategies and cybercriminal methodologies.
He emphasized that the modern cyber battlefield is characterized by intelligent attackers and
equally intelligent defenders, both leveraging Al for strategic advantage.
Throughout the session, he explained complex cybersecurity concepts in an interactive and
student-friendly manner, making the content engaging and easily relatable.
Key Highlights of the Session
a. Al in Cybersecurity: Foundations and Applications
Students were introduced to core Al concepts applied in cybersecurity, including machine
learning-based intrusion detection, automated threat response, malware analysis, and anomaly
detection.
b. Emerging Cyber Threats
Mr. Dikshit discussed sophisticated cyberattack techniques such as Al-generated phishing,
deepfake-enabled fraud, automated hacking tools, and predictive cyberattacks. Real-world
examples were provided to demonstrate how attackers are becoming more intelligent and
unpredictable.
c. Al-Powered Defense Mechanisms
The speaker highlighted various defense models, including:

e Al-based Security Information and Event Management (SIEM)

o Predictive threat intelligence systems

o Behavioral analytics

e Automated incident response tools
He explained how organizations integrate Al into their security infrastructure to stay ahead of
advanced threats.
d. Ethical and Societal Implications
A significant portion of the session focused on responsible Al usage, privacy concerns, ethical
hacking, legal boundaries, and societal risks associated with weaponized Al technologies.
e. Industry Insights & MoU Collaboration
Mr. Dikshit appreciated the department’s ongoing collaboration with Cyber Sanskar and
emphasized how such partnerships help bridge the gap between academic learning and real-

world cybersecurity practices.



f. Interactive Discussion and Q&A

Students asked insightful questions related to cybersecurity careers, certifications, tools, real-

time attack analysis, and Al specialization paths. The speaker provided practical guidance and

motivated students to pursue careers in cybersecurity and Al.

Outcomes of the Event

The expert session successfully achieved its objectives and resulted in the following key

outcomes:

Students gained a strong conceptual understanding of how Al is reshaping cybersecurity.
Increased awareness of modern cyber threats and defensive technologies.

Enhanced student interest in pursuing cybersecurity certifications and internships.
Strengthened collaboration with Cyber Sanskar through knowledge exchange.
Improved career readiness among SE and TE students in emerging fields like

Cybersecurity, Al, and Digital Forensics.

Conclusion

The Expert Session on “Smart Defenders Vs. Smart Attackers: Al in the Cyber Crime

Battlefield” proved to be highly insightful, interactive, and impactful. The Department of

Artificial Intelligence and Data Science expresses its appreciation to Mr. Tanmay S. Dikshit for

delivering an inspiring and deeply informative session. The collaboration with Cyber Sanskar,

Nashik further enriched the event and contributed to bridging the gap between academia and

industry.
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Session Name :Expert Session on “Smart Defenders Vs. Smart Attackers: Al in the Cyber Crime Battlefield”
Name of Speaker : Mr. Tanmay S Dikshit,Founder of Cyber Sanskar, Cyber Consultant
Date : 09/09/2025
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The Principal, %\6 )
MET’s Institute of Engineering, P‘T; ® S

Bhujbal Knowledge City,_Nashik.
Through: Head of Department (Al & DS)

Subject: Request for Permission to Organize Expert Session on “Smart Defenders Vs.

Smart Attackers: Al in the Cyber Crime Battlefield” under MoU with Cyber Sanskar.

Respected Sir,

We request your kind approval to organize an Expert Session on “Smart Defenders
Vs. Smart Attackers: Al in the Cyber Crime Battlefield” under the Mol with Cyber

Sanskar, scheduled on 9th September 2025 at our institute premises.

The session is being planned for the Third-Year students of Artificial Intelligence &
Data Science, Computer Engineering, and Information Technology. This talk aims to

provide students with practical exposure to the role of Artificial Intelligence in cybersecurity,

focusing on both defense mechanisms and advanced cyber-attack strategies. The session will

be delivered by Mr. Tanmay S. Dikshit - Author, Cyber Consultant, Security Researcher.

We believe that the session will significantly enhance the knowledge of our students

and motivate them to explore career opportunities in the emerging domain of Al-driven
cybersecurity.

We kindly request you to grant permission for the same,

.Gaikwad
Assistant Professor,
Al & DS Department
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Bhujbal Knowledge City, Adgaon, Nashik

MET’s Institute of Engineering
SSRAIUONST  Department of Artificial Intelligence & Data Science

Date: 29/08/2025

To,
Mr. Tanmay S Dikshit
Author, Cyber Consultant, Security Rescarcher, Highly Energetic Speaker

Subject: Invitation as Resource Person for Expert Session on “Smart Defenders Vs. Smart
Attackers: Al in the Cyber Crime Battlefield"

Respected Sir,

Greetings from MET's Bhujbal Knowledge City, Institute of Engineering, Nashik.
We are delighted to invite you as a distinguished Resource Person to conduct an Expert
Session on “Smart Defenders Vs. Smart Attackers: Al in the Cyber Crime Battlefield” for

the students of the Artificial Intelligence and Data Science Department.

The session is scheduled on 09™ September 2025 at 10:30 AM at our institute premises. Your
expertise in the domain of Artificial Intelligence and Cybersecurity will provide our students
with invaluable insights into the emerging challenges and opportunities in combating

cybercrime using AL This session is being organized under our MoU with Cyber Sanskar.

Your presence will be an honor for us, and we look forward to your valuable contribution in
enriching the knowledge of our students. Kindly confirm your availability at the earliest

convenience. For any further details or arrangements, please feel free to contact us.

Thanking you

Gaikwad

G- S\ Dr.S.V.Gumaste
Co-ordinator

H.0.D

Depa""‘ﬂ‘;’ﬁf‘ & DS

Department of Al & DS,
ET's Institute of Engineering,

Bhujbal Knowledge City,

Adraon, NASHIK - 03.
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MET’s Institute of Engineering .
Department of Artificial Intelligence & Data Science

w

AS SHARP AS YOU CAN GET

THANKING LETTER
Date: 09/09/2025

To,
Mr. Tanmay S Dikshit

Author, Cyber Consultant, Security Researcher, Highly Energetic Speaker

Subject: Appreciation for Conducting Expert Session on “Smart Defenders Vs. Smart
Attackers: Al in the Cyber Crime Battlefield” — 09'" September 2025.

Dear Sir,

On behalf of the Artificial Intelligence and Data Science Department, MET’s
Institute of Engineering, Nashik, we extend our heartfelt gratitude for your valuable
contribution as the Resource Person for the Expert Session on “Smart Defenders Vs. Smart
Attackers: Al in the Cyber Crime Battlefield” conducted on 09" September 2025, under our
MoU with Cyber Sanskar.

It was indeed a privilege to host you at our institute. The session was highly insightful,
interactive, and impactful, equipping our students and faculty members with deeper knowledge
of the dynamic role of Artificial Intelligence in cybersecurity — both as a powerful defense
mechanism and as a tool exploited by attackers.

We sincerely appreciate your efforts in enlightening our students about emerging cyber
threats, Al-driven defense strategies, and ethical perspectives, thereby inspiring them to explore
future opportunities in this rapidly evolving domain.

We look forward to continued collaboration with you and Cyber Sanskar in organizing
such knowledge-enriching sessions for the benefit of our students.

Thank you once again for sharing your expertise and valuable time with us.

W

x— Dr. S. V. Gumaste
H.0.D

Departﬂegaf Al & DS
]

Department of A] & DS
MET's Institute of Engineering

Bhujbal Knowledge City, ,

Adgaon, NASHIV - 03,




THE MET LEAGUE OF COLLEGES Bhujbal Knowledge City, Adgaon, Nashik

MET’s Institute of Engineering
s AsYU GGy Department of Artificial Intelligence & Data Science
st S YUy Department of Artificial Inte

Date: 08/09/2025

Notice

Al TE students hereby informed that the Department of Artificial Intelligence and Data Science
is organizing an Expert Session on " Smart Defenders Vs. Smart Attackers: Al in the Cyber

Crime Battlefield "' under MoU with Cyber Sanskar.

Objectives:

¢ Introduce Al in Cybersecurity.

e Understand Emerging Cyber Threats.

e Explore Al-Powered Defense Mechanisms

» Highlight Ethical and Societal Implications.

* Bridge Academia and Industry through CyberSanskar MoU

e [Encourage Career Readiness in Cybersecurity & Al

The details of the event are as follows:

e Date: 09" September 2025, Tuesday
e Time: 10:30 am

e Venue: Seminar Hall IOE

X Dr.S.V.Gumaste

H.0.D

Department of AI & DS
Head,
" Department of Al & DS,
ET's Institute of Engineerin :
Bhujbal Knowledge City, #
Adgaon, NASHIK - 03.
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Session Name :

Bhujbal Knowledge City, Adgaon, Nashik

MET’s Institute of Engineering .
DEpartment of Artificial Intelligence & Data Science

T

@‘i

FEEDBACK FORM

Name of Speaker : Mr., Tanmay S Dikshit, Cyber Sanskar
Date : 09/092023

Smart Defenders Vs. Smart Attackers: Al in the Cyber Crime Battlefield
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session
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cybersecurity domain?
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learning or career opportunities in the field of
Al and cybersecurity?
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