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: Securing the Digital World - Strategies for a Safe Online Presence

Title
Date : 15th Jan. 2024
Venue : Seminar Hall, IoE Building, Nashik.

Association, if Any

: No

Objective

Data Privacy and Protection
Securing Digital Communication
Cybersecurity at the Workplace
Promoting a Cybersecurity Culture
Emerging Cyber Threats and Trends
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Name of Incharge

Coordinator: Prof. N.S. Ahire

Co-Coordinator: -

Supporting Staff: Prof. R.P. Sali

Other I_:’ (Specify: )

Approved By HOD E Principal
Detailed Report
Attached xed
Name: Mr. Yogesh Dhangar
- '|Details of
'|Guest/ Speaker/....... Designation: Ethical Hacker and Cyber Security Specialist,
Nashik.
Contact Details: - +91 8087405952
Photograph/Video  |* Yes
Available If Yes: Print / Soft and Submitted to
Feedback of Activity |: Collected/ Not Collected

Brief about Activity
/Event

The Securing the Digital World - Strategies for a Safe Online Presence experts will
cover a wide range of topics, including an introduction to cybersecurity fundamentals
recognizing common cyber threats such as phishing and malware, and understanding thé
importance of strong data protection practices. Participants will learn how to safeguard
personal information, secure communications, and respond effectively to cyber incidents.
The session will also address emerging trends in cybersecurity, such as Al-driven attacks
and vulnerabilities in the Internet of Things (IoT), ensuring that attendees are aware of the
latest threats.
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Snaps of Activity :

Cybersecurity and Internet
Safety Strategies

Namgating the diital ward raquires Vighance againat s growing numiber of
aniine theets. This presentation axplores assentis! strategies to protect
your personaliformation and devices.
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Expert Session to guide on

“Cvber-Security- Cyvber Awareness™

9 Seminar Hall IOE
= 0010/2024 = 13:30PM to 05:00PM
Spealker
Dr. Pankaj Sir

Director,

Crbzlky Cryber Ambaz=ador Solationz Pwit.Led.,
Nazhik,

Pradezh, 51 TSE3

Target Audiance:
All T.E. Al&DS Students



Bhujbal Knowledge City
MET's Institute of Engineering

—_— Art'ﬁcml Intelllgence & Data Science Department

e ni st st

Event Report

Event Title - “Securing the Digital World - Strategies for a Safe Online Presence”
Duration - 1 Hours 30 Minutes
Target Parﬁcipants - All S.E. students of Al & DS

Resource Person - Mr. Yogesh Dhangar
Ethical Hacker and Cyber Security Specialist,
Nashik.
+91 8087405952

Event Coordinator - Prof. Nilesh S. Ahire

Almost 53 students from Second Year Al and DS Department of Institute of
Engineering, benefited from the given session. The session "Securing the Digital
World - Strategies for a Safe Online Presence" focused on educating individuals and
organizations about the importance of cybersecurity and providing practical strategies
to ensure a safe online experience. The increasing reliance on the internet for
personal, educational, and business activities has led to an alarming rise in cyber
threats. This session aimed to raise awareness and offer tangible solutions for
mitigating risks in the digital realm.

Key Topics Covered:

1.

Understanding Cybersecurity Threats:The session began with a discussion on the
various types of cybersecurity threats that exist in today's digital world. These
included phishing attacks, malware, ransomware, data breaches, and identity theft.
Experts shared statistics showing the growing frequency and sophistication of
cyberattacks, emphasizing the need for vigilance and proactive measures.
Best Practices for Protecting Personal Information: Practical tips were offered for
safeguarding personal data online. Key strategies discussed included:
o Strong Passwords: The importance of using complex and unique passwords
for each online account, along with recommendations for password managers.
o Two-Factor Authentication (2FA): How enabling 2FA adds an additional
layer of security, requiring both a password and a verification code.
o Regular Software Updates: Keeping operating systems and applications
up-to-date to patch security vulnerabilities.
Privacy Awareness: The session also addressed the significance of privacy settings
on social media platforms and other online services. Participants learned how to
review and manage privacy settings to limit the exposure of personal information.
They were also reminded to be cautious about the data they share and to read privacy
policies before using any service.
Secure Online Transactions: A segment was dedicated to safe online shopping and
banking practices. Key advice included:
o Verifying Website Security: Ensuring websites are secured with HTTPS and
looking for secure payment methods.
©  Monitoring Financial Accounts: Regularly checking bank and credit card
statements for any unauthorized transactions.
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* El)é:)]ﬁr h}tle);lglﬁne' for Organizations: For businesses and organizations, the session
tr g the importance of cybersecurity training for employees and implementing
ong SeCl.'ll'lty policies. Topics such as secure email practices, firewalls, encryption,
and e'ndpomt security were discussed as essential components of an organizational
security framework.
Re.cognizing and Responding to Cyber Threats: The session concluded with
gu1dan$:e on how to identify and respond to potential cyber threats. This included
recognizing phishing attempts, avoiding suspicious links, and knowing how to report
1r¥lelents. Participants were encouraged to act quickly if they believed they had fallen
victim to a cyberattack.

Feedback :

) The session "Securing the Digital World - Strategies for a Safe Online Presence" was
¥nf0rmative, engaging, and highly relevant. In an era where digital threats are becoming
increasingly sophisticated, the session provided critical insights into ensuring both personal
and organizational online security. The content was well-structured, and the delivery was
clear and practical. -

Conclusion :

The session "Securing the Digital World - Strategies for a Safe Online Presence"”
provided valuable insights into the constantly evolving world of cybersecurity. By adopting
the strategies discussed, individuals and organizations can significantly reduce their risk of
falling prey to cybercrimes and better protect their online presence. In a world where digital
threats are becoming more prevalent, proactive measures are crucial for ensuring long-term
online security.

Recommendations :
Provide a Broader Range of Topics for Various Experience Levels:
While the session was highly informative, there could be additional content tailored
to various audience levels.

For example:
1. Beginner Level: A more detailed, step-by-step approach to setting up basic security
tools (like two-factor authentication, antivirus software installation, etc.).
2. Advanced Level: A deeper dive into topics such as network security, encryption
techniques, or advanced malware analysis, catering to professionals in IT or
cybersecurity.
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Prof. N.S. Ahire Dr. S.V. Gumaste
Prepared By Head Al & DS
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